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1 Introduction 

1.1 Purpose  

This Privacy Impact Assessment (PIA) Report: 
 

• identifies possible impacts on the privacy of individuals' personal information, and 
• recommends options for mitigating or minimising any negative impacts. 

 

1.2 Applicable legislation 

This PIA analyses the privacy impacts of collecting, storing, using and disclosing personal 
information for the purposes of the Newcastle Earthquake Felt Report project against the 
Australian Privacy Principles (APPs) set out in the Privacy Act 1988. 
 

1.3 Project description  

Following the Newcastle earthquake (Thursday 28 December 1989) Newcastle Police and the 
University of Queensland called for the public to provide information on their impression of the 
earthquake via a standardised “felt” report. This call resulted in 5300+ responses which have 
subsequently been provided to Geoscience Australia. 
 
Only summary information (modified Mercalli intensity—MMI) has been extracted from the felt 
reports to date. 
 
The project will deliver de-identified and transcribed felt report data which will then be used for 
earthquake impact research. 
    

1.4 Scope of the PIA 

This PIA covers the transcription of the felt reports obtained by a collaboration between the 
University of Queensland and NSW Police (Newcastle) via the citizen science transcription process 
component of DigiVol.1 
 

1.5 Review 

It is not believed that the PIA will need to be reviewed given the relatively small duration and 
complexity of the project. 
 

1.6 Stakeholders consulted 

This PIA was undertaken in consultation with Geoscience Australia’s Privacy Officer. 
 
 
 

                                                           
1 https://volunteer.ala.org.au/ 

https://volunteer.ala.org.au/
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2 Personal information flows 

This section explains how personal information will flow through the entity’s systems and processes as a result of the output or deliverable to be produced by 
the project. It describes: 

 what personal information will be collected and how it will be used and disclosed  

 who will have access to it, and  

 how it will be stored and protected. 
 

Personal information – Information or an opinion about an identified individual, or an individual who is reasonably identifiable  

Sensitive personal information – A subset of personal information that includes information or an opinion about an individual’s race, political opinions, 
religious beliefs, professional memberships, union membership, sexual orientation, criminal record or health  

(Refer Figure 1 below) 

Business 
process/activity 

 

Components of 
personal information  

(For example, name, date 
of birth, address) 

Collection 

 From? 

 By who? 

 How? 

 Lawful authority (if any)? 

Storage 

 How? 

 Where? 

 By who? 

 For how long? 
 

Use 

 By who? 

 Why? 

 When? 

 How? 

 Lawful authority (if any)? 

Disclosure 

 By who? 

 To? 

 Why? 

 When? 

 How? 

 Lawful authority (if any)? 

Redact personal section 
of images 

Name, phone No. and 
address of respondent 

Historic image (collected 
1989-90) 

Image stored within 
Geoscience Australia 
corporate storage 

Project Officer Nil 

Assess Area #2 for Name 
and Phone No. 

Possible Name and/or 
Phone number 

Historic amended 
image(collected 1989-90) 

Image stored within 
Geoscience Australia 
corporate storage 

Project Officer Nil 

Redact Name and Phone 
No. if found 

Possible Name and/or 
Phone Number 

Historic amended image 
(collected 1989-90) 

Image stored within 
Geoscience Australia 
corporate storage 

Project Officer Nil 

Review images to confirm 
personal information 
removed 

   Project Team Member(s) Nil 

Approval to release 
images 

   Director (or above) Nil 
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Upload images to DigiVol 
system 

 Historic Amended image DigiVol system Project Officer Available publicly 

Transcription done by 
Citizen Scientist 

 Historic Amended image & 
transcription 

DigiVol System Citizen Scientist  

Download and review 
data 

 Historic amended image & 
transcription 

DigiVol System Project Officer  

Upload data to 
Geoscience Australia 
system 

 Transcription (text) Geoscience Australia 
corporate 
storage/database 

Project Officer Available publicly 
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Newcastle Earthquake felt report Project

GA Internal External (DigiVol)

Tr
an

sc
ri

p
ti

o
n

Start

Remove/blur 
personal section of 

images
(Area #1)

Upload data to 
DigiVol system 

( publically  
accessible)

Transcription done 
by Citizen Scientist

Download and 
review data

Upload data to GA 
system

End

Area 
#1

Area 
#2

Name & Phone 
No. in Area #2?

No

Remove/blur Name 
and phone No. 

(Area 2)

Yes

Approval to Release 
images

 

Figure 1 - Flow to remove personal information from forms  
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3 Analysis of privacy risks 

Privacy principle Proposed information handling practices Identified risks 

Consideration of personal information 
privacy (APPs 1 & 2)  

 Open and transparent management 

 Anonymity and pseudonymity 

The Geoscience Australia Privacy Policy, available www.ga.gov.au/privacy, explains 
how the entity manages personal information, including the mechanisms for inquiries 
and complains. 

The project will use anonymised information from historic earthquake felt reports. 

None 

Collection of personal information 
(APPs 3 to 5) 

 Collection of solicited personal 
information 

 Dealing with unsolicited personal 
information  

 Notification of collection 

Personal information will NOT be collected as part of this project.  The personal 
information was captured as part of an initiative run by the University of Queensland 
and Newcastle Police immediately following the earthquake in December 1989. 

 

None 

Dealing with personal information 
(APPs 6 to 9) 

 Use or disclosure 

 Direct marketing 

 Cross-border disclosure 

 Adoption, use or disclosure of 
government related identifiers 

Identifying information (i.e. name, phone number and home address) will be removed 
from the image. This work will be undertaken in-house by a project officer and the 
personal information will remain within the Geoscience Australia ICT environment. 
The de-identified image will then be uploaded to the DigiVol system where it is 
accessible to the public. The address or location at which the quake was felt is to be 
retained to provide a spatial context.  

Identifying an individual from a de-identified felt report is not considered to be 
reasonably practicable, noting that: 

 a felt location does not necessarily correspond to an individual’s residential 
address (which could establish a more direct link between the location and 
identity of the individual) 

 multiple individuals can be located at a single felt location  

 significant time (>30 years) has passed since the information was collected; 
there is a reasonable expectation that individuals who submitted reports may no 
longer be connected to those locations. 

Risks that may occur include –  

• That historic personal information 
contained on the felt report forms will 
not be removed from images and is 
accidentally placed on the internet.  

• From personal knowledge an individual 
may note a felt location (place at which 
the quake was felt) coincides with 
redacted personal information. 

Integrity of personal information 
(APPs 10 & 11) 

 Quality 

There is no intent to update or check the quality of the personal information as the 
project will use anonymised information. 

None 
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Privacy principle Proposed information handling practices Identified risks 

 Security The original images containing personal information are stored in Geoscience 
Australia’s corporate systems and protected in accordance with the requirements of 
the Protective Security Policy Framework. 

Access to, and correction of, personal 
information  
(APPs 12 & 13) 

 Access 

 Correction 

As personal information (i.e. name, phone number and home address of person 
lodging the felt report) will be removed from the images placed on the internet 
individuals external to Geoscience Australia should not have a need to access or 
correct the personal information.  

Individuals may request access to any personal information held by Geoscience 
Australia in accordance with the privacy policy at www.ga.gov.au/privacy.  

None 

 
 

http://www.ga.gov.au/privacy
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4 Actions to address the identified privacy risks 

# Identified privacy risk  Existing controls that contribute 
to managing the identified risk 

Recommended actions 

1 That historic personal information 
contained on the felt report forms 
will not be removed from images 
and is accidentally placed on the 
internet.   

To mitigate this risk images to be 
placed on the internet will be 
reviewed by multiple people prior to 
uploading.  Notwithstanding there 
being a small likelihood that 
personal information may escape 
the multiple screens, the risk of 
serious harm to any individual 
should this occur is extremely 
unlikely.  The process used to 
remove personal information is 
proportionate to this risk. 

nil 

2 From personal knowledge an 
individual may note a felt location 
(place at which the quake was felt) 
coincides with redacted personal 
information. 

This risk is partly mitigated by the 
passage of time (greater than 30 
years). 

Additionally, the removal of 
personal identifiers (i.e. Name, 
phone number and home address) 
will further reduce this risk. 

nil 

 

5 PIA outcomes 

5.1 Agreed recommended actions 

# Recommendation Agreed Yes/No 

1 Nil  

 

5.2 Action plan 

# Actions to be taken Responsibility for action Date for completion 

1 Nil   

 

 


